





Data Subjects Request Process Guide Page | 2

1.0 INTRODUCTION

The University System of Georgia (USG) comprises public institutions of higher learning, a
University System Office (USO), Georgia Public Library System (GPLS), Shared Services
Center (SSC), Georgia Archives and Georgia Film Academy; hereinafter referred to as USG
organizations.

The following terms of Shall, Will, Must, May, May Not, and Should are used throughout
this document.

1. Shall, Will and Must indicate a legal, regulatory, standard or policy requirement.
Shall and Will are used for persons and organizations. Must is used for inanimate
objects.

2. May indicates an option.
May Not indicates a prohibition.

4. Should indicates a recommendation that, in the absence of an alternative providing
equal or better protection from risk, is an acceptable approach to achieve a
requirement.

This document should be used in conjunction with the USG Business Procedures Manual
(BPM) Section 12.

1.1 Definitions

The following definitions are used throughout this document.

Access is the allowance of a data subject to obtain a copy or confirmation concerning
the possession or processing of personal data.

Analysis refers to a specific review by a particular organizational unit in regard to
what the data subject is requesting be done in regard to their data.

Communication refers to written dialogue directly with a data subject in regard to
their DSR.

Data subject is any person whose personal data is being collected, processed, or
stored.

Data subject request (DSR) is a petition to an organization by a data subject looking
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Portability is the allowance of a data subject to move, copy or transfer personal data
from one digi
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5.2 Legitimacy Verification Process

USG organizations shall establish a process for legal counsel to verify the DSRs legitimacy. A
DSR that is determined legitimate is a founded

University System of Georgia: USO Data Privacy Committee Document for USG Internal Use Only






Data Subjects Request Process Guide









Data Subjects Request Process Guide Page | 10

A
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University System of Georgia:
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APPENDIX D: EXAMPLE OF PROCEDURES FOR RECTIFICATION REQUESTS

1. Description: The process manager defines the search parameters to generate a report
on all locations where data responsive to the DSR request may be found. Utilization of
the RoPA will be instructive for this purpose.

(a) Itisimportant that the request is strictly followed - if the data subject requests
that contact details be updated for only one property or contract, the search and

University System of Georgia: USO Data Privacy Committee Document for USG Internal Use Only



Data Subjects Request Process Guide Page | 13

Accountable: Data Subject

8. Description: If it is possible to rectify the personal data in question, the process manager
makes the rectification in its systems. The process manager may request assistance from
any sub-processor(s) to fulfill the request. If it is not possible to rectify the personal data
in question, but the data subject has provided a supplementary statement, the process
manager attaches that statement to the records in question and the process manager
records that he/she has made the rectification in the DSR tracker entry and notifies the
Organizational Data Privacy Governance Committee of same.

Accountable: Process Manager

9. Description: If the process manager determined that the responsive data was partially
located on the systems of its sub
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APPENDIX E: EXAMPLE OF PROCEDURES FOR OBJECTION REQUESTS

1.

Description: The Organizational Data Privacy Governance Committee determines
whether the DSR request relates to personal data that has been processed on the basis
of legitimate interests as a legal basis. If Organizational Data Privacy Governance
Committee is uncertain for any reason as to the legal basis for processing the personal
data in question, it may reach out to the process manager for assistance.

Accountable: Organizational Data Privacy Governance Committee and Process Manager

Description: If the Organizational Data Privacy Governance Committee determines that
either:

(@) The DSR request does not relate to personal data the processing of which is/was
based on legitimate interests; or

(b) The DSR request does relate to personal data the processing of which is/was
based on legitimate interests, but that it has a compelling legitimate interest in
continuing to process the data that overrides the data subject’s right to object to
the processing; then

The Organizational Data Privacy Governance Committee communicates to the requestor
its rejection of the request and the underlying rationale, which includes the right of the
data subject to lodge a complaint.

Accountable: Organizational Data Privacy Governance Committee

Description: If the Organizational Data Privacy Governance Committee is uncertain
whether the DSR request is based on legitimate interests as a legal basis, and it reaches
out to the process manager to confirm its understanding, the process manager can
provide assistance as needed. The institution’s RoPA will be instructive for this purpose

Accountable: Process Manager

Description: If the Organizational Data Privacy Governance Committee determines that
the processing of the DSR request is in fact based on legitimate interests as a legal basis,
the Organizational Data Privacy Governance Committee then has the opportunity to
determine whether it has any compelling legitimate interest(s) that may override the
data subject’s right to object to the Organizational Data Privacy Governance
Committee’s processing of that personal data.

Accountable: Organizational Data Privacy Governance Committee

Description: If the Organizational Data Privacy Governance Committee cannot identify a
compelling legitimate interest that would allow it to override the data subject’s right to
object to its processing, it must stop its processing of the in-scope personal data and
send a request to the process manager to do the same.

Accountable: Organizational Data Privacy Governance Committee
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APPENDIX F: EXAMPLE OF PROCEDURES FOR ACCESS RESTRICTION REQUESTS

1. Description: The Organizational Data Privacy Governance Committee makes a
determination whether the restriction request is valid, for example:

(@) The data subject contests the accuracy of his/her personal data held by the USG
organization;

(b) The USG organization does not (or no longer has) a lawful basis under which to
process the data subject’s personal data, but the data subject does not want the
data erased,;

(c) The USG organization no longer needs the personal data for the purposes it
originally collected the data, but the data subject needs the organization to
retain the data to establish, exercise, or defend a legal claim; and/or

(d) The data subject exercised (according to many regulations) his/her right to
object.

Accountable: Organizational Data Privacy Governance Committee.

2. Description: If the Organizational Data Privacy Governance Committee determines that
the request is invalid, it informs the data subject of the rejection and the underlying
rationale, as well as the possibility lodging a complaint with a supervisory authority and
seeking a judicial remedy.

Accountable: Organizational Data Privacy Governance Committee.

3. Description: If the Organizational Data Privacy Governance Committee determines that
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6. Description: The Organizational Data Privacy Governance Committee notifies the data
subject that his/her restriction request has been fulfilled.
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